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2026: Al skaliert schneller als die Datenkontrolle

Al geht in Produktion

Datenlandschaften bleiben
fragmentiert

Kontrolle hinkt oft hinterher

Reifegrad / Skalierung
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le Geschichte
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RECOVERY ERA

Ransomware emerges, downtime

dollars

HE NEED

"I need speed”

Built Instant Recovery. Made RTOs/RPQOs the metric.
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2018-2024 O
RESILIENCE ERA

THE THREAT

Supply chain attacks, nation-states, regulations
THE NEED '
"I need to withstand + prove"

VEEAM'S ROLE

Cloud, SaaS, K8s. Immutability. Protect + detect + respond
+ recover.
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Wie essichjettzt anfuhlt
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2025+

Al ERA

THE THREAT

Data poisoning, Shadow Al, agents touching sensitive
data, ungoverned Al pipelines, exponential attack surface

THE NEED

"Who and what is touching my sensitive data?
I need intelligent policies that scale.

I need autonomous help governing what | can't manually
track. And when something goes wrong, | need to undo
Al mistakes and get back to clean."”

VEEAM'S ROLE

Understand Al and data everywhere and it's relationship to risk.
Intelligent, automated policy design. Autonomous governance at
scale. Confidence to recover and undo when Al makes mistakes.



The New Risk Landscape

|dentity-Based Attacks

Attackers no longer need to breakrirthey log in.
If you can't control and restore clean identity access to
data and Al models in real time, you can't control risk.

OverExposure & Excessive Access

Overprivileged access = ovexposed risk.
Without continuous, policyriven access governance, your
data is one compromised credential away from loss.

Al-Accelerated Data Exfiltration

Al tools automate reconnaissance, identify higglue data, and
exfiltrate data faster than ever. Retaine, Alpowered data
movement and automated remediation minimize impact.

Data Sprawl and Data Quality
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can poison an entire process. Excessive data is unnecessary
and additional risk to any business.

50+ 93%

Global data Of cyberattacks
protection & Al now target
regulations identities

(and growing)
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Unsafe Al iIs a Data Problem

DSPM is the prioritization of these risks for an organization

Internal Data Sources

CRMs Garbage in, Garbage out

Unstructured data
E-commerce System

External Data Sources
Chatbots

Emails
Web scraping/data feed
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Die operative Realitat in grof3en Organisationen

Komplexitat wachst schneller als Kontrolle.

Daten sind Uberall: Tool Stack wachsen weite Regulatorischer Druck steig

EU Al Act
NIS2

Multi-Cloud Security
SaaS Backup

DORA
DSVGO

Edge Governance
Backups Al
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Al nutzt Daten, die viele Organisationen nicht vollstandig kontrollieren

Unstrukturierte Daten werden Adritisch
Sekundare Daten rucken in den Fokus
Datenherkunft wird entscheidend

Auditierbarkeitwird Pflicht

Al greift zunehmend auf diese Daten zu

Neuer Risiko un€Governancadereich

Hier entsteht ein neuer Risikobereich flr
Unternehmen E——

In einer EnterpriseJmgebung wurden
Uber 100 ShadowAModelle entdeckt
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Al verandert grundlegend, wie Daten kontrolliert werden mussen

Infrastruktur fir Menschen reicht nicht mehr fir AEntscheidungen in Echtzeit

Pre- Al World:
menschzentrierte
Zugriffe

periodische Audits
punktuelle Recovery

perimeterbasierte
Security
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Al- driven World:

tausende Zugriffe pro
Sekunde

kontinuierliche

Governance \Prlmorq Data @ Q

aws

granulare Recovery

datenzentrierte
Security
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Fragmentierte Tools erzeugen neue Blind Spots

Fragmentierung erschwert konsistente Kontrolle

Punktldsungen ohne gemeinsamen
Kontext

Security

Begrenzte Entb-EndTransparenz

Steigende Komplexitat durch Al

Unternehmensdaten

Governance




Unternehmen bewegen sich Richtung integrierter Daten

Intelligenz

Einheitliche Sicht tber Daten
LifecycleTransparenz

Verbindung vorResilienceSecurity
und Governance

Grundlage fur kontrollierte Al
Skalierung

Plattform-Ansatze ersetzen
Isolierte Punktlosungen
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DatalntelligencePlatform

Al & Analytics

Governance Security

DataResilience

Primary &Secondarpata



Where DSPM and Data Resilience Meet

DSPM discovers the critical data and Data Resilience protects it.

DSPM discoverg’here your data lives, what Data Resiliencerotectsthe data and ensures
sensitive and critical data is in it, and who has measures are in place to orchestrate recovery
access to it. of data.

Secureby-designransomwareproof
architecture with immutable storage as the
foundation and trusted isolated recovery
environments for confident restoration; all
with the ability to seamlessly move data
across clouds

Data Command Grapfprovides a unified

view of all data relationships which provides
contextual insights into ROT data, blast radius
of breaches, and test and controls for over
1,000 compliance frameworks

Deliver a minimum viable businedsy
improving ransomware recovery RTOs with
proven recovery plans and ensuring proper
RPOs for critical data.

Understand and prioritizeéhe risk in the
business to better understand acceptable vs
unacceptable risk to act on.
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Where Data Security, Resilience, and Al Converge

Data & Al Intelligence Data & Al Security Data & Al Resilience Al & Agent Activation

: : Data Curation /
Data Discovery / Data Security Data & Al Access o

Classification PostureMgmt Governance PR EEEC S BN BRI Sanlt_lzat_lon e

Vectorization for Al
: Privacy & .

Contextugl Data & Al Al Security Posture Compliance Data Portability Al & Agentic Resilience Enterprise sefarch/

Intelligence Mgmt : Safe Al copilots

Automation
Al Agents
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Primary Data Source Backup Data
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Understand

Solving Complex Mysteries by Connecting the Dots
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Solving Complex Mysteries by Connecting the Dots

Systems

Location



